Among all Internet of Things (IoT) devices, a subset of them are related to users. Leveraging these user-related IoT elements, it is possible to ensure the identity of the user for a period of time, thus avoiding impersonation. This need is known as Continuous Authentication (CA). Since 2009, a plethora of IoT-based CA academic research and industrial contributions have been proposed. We offer a comprehensive overview of 58 research papers regarding the main components of such a CA system. The status of the industry is studied as well, covering 32 market contributions, research projects, and related standards. Lessons learned, challenges, and open issues to foster further research in this area are finally presented.
INTRODUCTION
In the age of interconnectivity, we are surrounded by technology that tries to make our lives easier. Fridges that inform the user about food to buy, smart bracelets to control our heart rate, smartphones to be permanently up-to-date anywhere, and so on. Moreover, an increasing amount of constrained devices are including connectivity to enable remote management, such as video cameras or industrial sensors. This trend is known as Internet of things (IoT), a paradigm focused on the global interconnection of smart objects by means of extended network technologies [121] . A "thing" in IoT is an everyday object that is readable, recognizable, locatable, addressable, and controllable via the Internet [89] . A huge diversity of devices, like Radio Frequency IDentification (RFID) tags or even smartphones, are considered IoT devices [30] . Therefore, they have been applied in many different fields, such as industrial systems or environmental analysis. Among all
Authentication
Authentication is achieved through the use of identity credentials, also called identifiers, verifying that the user has been authorized to use the presented identifier [86] . In other words, thanks to authentication it is possible to ensure that a given entity is the one it claims to be.
Traditionally, an identifier can be something you know (e.g., a password), something you have (e.g., a card) or something you are (e.g., fingerprint traces). For an element to be considered as identifier, the following main features have to be fulfilled [48] :
• Universality: every subject should have at least one identifier.
• Uniqueness and precision: each person should have a unique and completely different identifier.
• Permanence: the identifier has to remain over time.
• Storability: it must be possible to store the identifier.
• Simplicity: the identifier should be easy to collect.
Historically, one of the preferred methods for authentication in IT environments leverages on passwords. A user chooses a password the first time he logs in a service and, from that moment on, every time he accesses to such service, the password is verified [129] . This technique suffers many drawbacks that should be managed, for instance, stolen or forgotten passwords. Multifactor authentication alleviates the problem. It consists of requesting different elements, e.g., something one knows and has like a password together with a credit card. In this way, an illegitimate user has less opportunities to succeed.
With the aim to balance security and usability, biometric approaches are gaining momentum. On the one hand, they are regarded as more secure, since biometric traits like the iris or the face are theoretically more difficult to reproduce. However, this type of authentication may produce false positives and negatives [58] , and thus the system should be properly tested prior to its usage. Among all biometric approaches, behavioral biometrics aims to find traces in the way the user behaves, which is different from the remaining subjects [28, 144, 172] . In this regard, several approaches have been proposed, such as the analysis of screen touches to unlock a mobile phone [57] . According to a global survey of IBM security in 2018, 44% of respondents perceive biometrics as the most secure authentication method, and 65% feel comfortable with this type of authentication [160] . The same report states that this method is expected to increase adoption due to the growing consumer base of smartphones.
Leveraging User-related Internet of Things for Continuous Authentication: A Survey 53:5 may give information to an application (application layer) to decide if the user is the right one to open it. In the case of the service layer, it decides whether to enable the interaction between services.
CHARACTERIZING CONTINUOUS AUTHENTICATION
The concept of traditional authentication presented in Section 2.1 refers to a one-shot process-the user is either authenticated or not after a decision taken at a given moment.
With the advent of sensing technologies (recall the perception layer of IoT devices, Section 2.2), a novel term called Continuous Authentication has appeared. To determine which mechanisms can be considered suitable for CA, it is necessary to provide a clear definition of the term. Although a plethora of definitions exist (e.g., References [19, 167] ), in the following, we consider three of them. Thus, Stylios et al. [172] define CA as "a new generation of security mechanisms that continuously monitor user behavior and use this as basis to re-authenticate them periodically throughout a login session." This definition highlights that CA performs the authentication decision repeatedly, considering user behavior. However, the frequency and the extent of the behavior concept are unclear. In this regard, Frank et al. [69] go a step beyond, stating that "CA approaches monitor the user's interaction with the device, and ideally, at every point in time (or at least with a high frequency) the system estimates if the legitimate user is using the device." Thus, from their point of view, the decision should be as frequent as possible and the behavior comes from the way the user interacts with the device. Last but not least, Ahmed and Traore [19] state that CA consists of the process of positively veryifing the identity of a user in a repeated manner throughout a computing session.
While these definitions give valuable insights on CA, we claim they are not comprehensive enough. On the one hand, Stylios et al.'s definition lacks of precision in the frequency. On the other hand, Frank et al.'s definition leave aside those approaches whose data comes from other sources different from the user interaction. With the advent of wearable computing, we claim that this is no longer valid-data about the user can be seamlessly retrieved without the need of an explicit interaction with the device. Concerning Ahmed and Traore's definition, it refers to a computing session. Thus, giving access to a restricted area based on a given trait (e.g., gait) would fall outside of this definition. Moreover, none of the definitions consider the consequences of the denial of authentication. To overcome these limitations, we adopt the following definition:
Definition. Continuous Authentication (CA) refers to a security mechanism that monitors user actions at every point in time (or at least with a high frequency) during a session and determines if that user is the legitimate one. If it is not the case, then suitable defensive mechanisms should be put in place.
The above definition (1) keeps the precision on how frequent the assessment should be done; (2) refines the term behavior by a more concrete term (actions), which does not necessarily need to be carried out in the device or within a computing session; and (3) considers the system reaction in the event of an user impersonation.
However, once CA is defined, its benefits have to be considered. The improvements of CA over a traditional authentication system can be analysed in terms of security, safety and comfort. Concerning security, CA aims to reduce the chances of impersonation. A non-CA system identifies the user at the very beginning of the process. Thus, if he/she is impersonated afterwards, then the attacker inherits the legitimate user's rights. On the contrary, CA brings a better protection. For example, if an attacker steals a smartphone after illegally getting the password, then CA could allow the device to suddenly block itself after observing that the usage pattern differs from that of the legitimate user [56] .
In terms of safety, the continuous monitoring of users may prevent dangerous situations that cannot be avoided otherwise. For instance, a train driver is continuously authenticated, using an IoT device (e.g., smartwatch), to avoid impersonation or detecting some anomaly in the driver's health status that prevents driving adequately. If at some point in time an illegitimate user tries to drive the train or the driver's health status is not the right one, then an alarm can be somehow triggered protecting the life of passengers.
Finally, authentication cannot provide the same comfort as CA. The main reason is that the study of users along time allows the identification of features that can be seamlessly retrieved. For instance, when entering home using a key, password, or card (i.e., traditional authentication), the user can turn on or off the air conditioning.
CONTINUOUS AUTHENTICATION LEVERAGING IOT DEVICES
CA offers interesting features over authentication (recall Section 2.1), but it requires monitoring users over a period of time. Given the nature of IoT devices and their closeness to users, applying them for CA purposes is specially attractive. The increasing sensorial capabilities of some IoT devices simplifies collecting data from users that can serve as identifiers. In any case, it must be noted that our definition of IoT device does not imply that it will be referred to a single user. A security camera, for instance, could authenticate a set of authorized users. In this regard, this survey studies approaches that enforce CA using data collected from user-related IoT devices and in which the authentication process is carried out in the IoT device itself or in other entity or device.
To leverage IoT for CA purposes, a total of five steps depicted in Figure 2 have to be considered. Firstly the scenario where the authentication is going to be performed is selected. For example, authenticating someone while he/she is running. Of course, some approaches can apply to several scenarios or even be suitable for a generic one in which some conditions are met.
The selection of the user-related IoT device (e.g., smartphones, holters, etc.) in charge of collecting authentication data is the second step. Again, this step may define a particular device, a set of them or even a generic description of suitable IoT devices. In the latter case, a particular choice has to be defined for the experimental assessment of the approach.
The third step corresponds to the selection of features used in the authentication enforcement. This issue may depend on the considered IoT device and its sensorial capabilities. For example, smartphones are interesting to capture touchscreen events, while other devices like medical ones are specially useful to acquire human body signals.
Once features are collected, the authentication is enforced. It requires the use of a particular data analysis technique, as well as an algorithm like a classifier, to distinguish between authorized users and impostors. As the authentication is continuous, the enforcement should be constantly performed. Ideally, this should take place in real time, that is, while the data is collected. Depending on the IoT device, this might not be even feasible or require external elements (e.g., powerful servers) to be carried out. Moreover, it may have a non-negligible impact on the device resources. Hence, a proper evaluation of this aspect is crucial to ensure the practical suitability of the proposal to state-of-the-art devices.
The final step is to analyse the effectiveness of the proposal. To this extent, a typical approach is the use of a dataset, either ad hoc or a publicly available one. Over this dataset, the proposed mechanism is applied and a given evaluation metric (such as the accuracy, the false positive/negative rate, etc.) is computed. As a difference to traditional authentication, CA may consider metrics to determine the suitability over time. For example, in a CA system it may be relevant to measure how much time the system takes to discover an attacker. However, CA systems may include a recovery mechanism for cases in which the legitimate user is wrongly regarded as an attacker. Thus, the recovery period is another issue at stake.
The following sections focus on each of the aforementioned phases. We describe the different alternatives that can be taken for each step, together with the description of 58 surveyed papers.
Scenario Selection
Many scenarios can take advantage of the assorted nature of IoT devices. Several works highlight their use in smart cities, healthcare, or transportation, to name a few, References [81, 121] . Nevertheless, authentication and CA in particular, reduces the application scope. In the following, we introduce scenarios in which leveraging user-related IoT devices for CA is interesting, also discussing the benefits of CA in terms of security, safety and comfort introduced in Section 3:
• Smart building is a place equipped with IoT devices that may contribute to the quality of life of people, either reducing the power consumption, improving users' comfort or taking care of users' security [121, 149] . This category involves all buildings equipped with an ecosystem of IoT devices to collect data along time, such as smart homes or smart factories. The amount of devices and computing resources may be balanced regarding the investment and the utility. Nonetheless, despite the variety of existing applications, the use of CA can be considered in the following scenarios: -Open the savings box as long as the user behaves as expected. A user is monitored since entering his home/office. If he enters either running or, on the contrary, moving slowly and silently until identifying the save box, then it is not going to be opened if this behavior differs from the normal one. -Room comfort. Monitoring users in a room may allow the improvement of their comfort.
If users are continuously authenticated, then the room can be set up according to their preferences, for instance automatically setting their preferred temperature considering his/her habits. This would only be applicable when the set of potential users is previously known (e.g., working environment). Based on these scenarios, CA in smart buildings may help to improve comfort, enhancing users' experiences, and it may help to improve security, protecting users' belongings. Authentication could also be applied but CA goes a step forward strengthening these services.
• Transportation involves services related to the use and management of vehicles. The verification of being the right driver, not an impostor, while driving or being driving in the right conditions (e.g., appropriate heart rate) is a priority. This could be achieved, for instance, monitoring the brain, the sitting posture of the driver [126, 148] or even using face recognition. Another field of application is the continuous recognition, thus CA, of the driver's voice to only execute commands said by him [66] . In this last paper, CA is considered during a session, in such a way that the access to the service, voice assistant, is verified every time the user speaks and not just at the beginning as traditional authentication systems suggest. The use of CA is directly linked to security and, even more important, to safety. Security because it ensures that the legitimate driver is the right one.
• Healthcare is one of the essential services in society and lots of advances go toward its enhancement. The link between technology and healthcare has let to introduce the concepts of e-health, m-health, and s-health [170] . The first refers to the use of information and communication technologies within the health sector. Similarly, m-health corresponds to the use of mobile devices for healthcare purposes. Finally, the nexus between smart cities and mobile devices motivates the concept of s-health. All these concepts aim to improve the patients' quality of life; e.g., Reference [191] proposes an m-Health system for health monitoring protecting patients' privacy. In this vein, CA stands as a nice alternative to detect unexpected behavioral patterns (such as an abnormal heart rate) as soon as possible. The CA of doctors in terms of data privacy is also a priority. For instance, CA can be applied to ensure that access to patients' records is granted only to the right user (doctor in this case), who is identified along the whole process to avoid impersonations and thus, data leaks. In this way, CA contributes to achieving security. At the same time, it also contributes to safety-authenticating a patient continuously may help to detect, for example, that a holter has been compromised, and thus the patient's life put at risk.
• Retail services, available for the whole population, are enhanced by an advanced communication and/or processing infrastructure. The range of settings and scenarios can be quite large. An example is the use of gait to authenticate users continuously when accessing a smart kiosk [139] . In this scenario the user movements are monitored along the way to the kiosk, being in this time when the CA process is enforced. Also trying to improve the customers experience, another example is continuously authenticating (regular) customers once entering a shop. Customers can be monitored to offer constant personalized attention, for instance advertising products such user may like. Additionally, another use case is the monitoring of the user behavior before using his smartphone for paying a product. If some malicious and/or anomalous activity is executing in the smartphone along a certain period of time, then it may raise an alarm or even block the payment. Many different uses of CA in retail services can be devised but apart from security, as it has been presented in previous examples, comfort is interesting herein. Retailers are eager to sell their products and the easier for clients, the more profitable for them. According to the kiosk example, it is more comfortable accessing to the kiosk and getting a magazine than requesting an identifier beforehand. In the same way, personalized attention is linked to comfort.
• Military services allow the provision of geographic situational awareness, communications and information sharing capabilities during tactical operations. Reference [40] describes the first step toward the use of CA in this scenario. It presents the details of a prototyping activity in which two commercial biometric devices were integrated with a handheld communication device to perform CA. Then, comments to apply such implementation for military-focused settings are described. Another possible example is the use of drones for controlling users above suspicion. Such users are continuously authenticated for a period of time, and if some illegitimate activity is done by them, actions can be taken accordingly.
In this scenario, the use of CA to reach safety and security is presented in the previous example. Data should remain under the control of the legitimate users in a military action and the right procedures and systems should be provided to protect the lives of militaries and civilians.
According to this description, there are multiple scenarios where CA is promising. However, most of the current proposals, 54 in total, present a general approach without being linked to any concrete scenario. These works are intended to be suitable for many of the mentioned scenarios. However, a proper suitability assessment should be carried out before their application in each particular setting. For instance, Preuveneers et al. use location to get dynamic context fingerprinting for continuous authentication [143] . However, in some circumstances, and also considering the element used for collecting data (e.g., GPS, Wi-Fi, etc.), gathering location data could not be feasible. Issues like this encourage the evaluation of each proposal in a particular scenario.
Device Selection
Nowadays, a plethora of devices may fall under the IoT category, for instance, home electronic devices (e.g., smart fridges) [120] . However, as mentioned in Section 1, this survey focuses on user-related IoT devices. These devices are classified based on the level of closeness to the user:
• Portable devices: they are carried out by the user. Smartphones and tablets are well-known portable devices [46] . These devices are not always regarded as an integral part of IoT. Indeed, some authors consider them as devices that interact with IoT devices [100] . However, their evolution is making them similar to the expected capabilities of the traditional concept of IoT. Therefore, several authors consider them as part of IoT [30, 62, 131] . In this survey, we opt for this choice. This kind of devices are characterized by being easy to use, providing a wide set of services and being economically accessible to the majority of the population. Their adoption is expected to keep increasing [160] . Among other reasons, this is motivated because of their improved features such as high definition cameras [99] .
• Wearables: they integrate key technologies (e.g., actuating, communication, low power computing, etc.) into intelligent systems to bring new functionalities into clothes, patches, watches, glasses, and other body-mounted devices 3 [186] .
• Implantable devices: due to their specific application, they are distinguished from regular wearables, although some works do not make such a distinction [61] . These devices are specially useful for healthcare monitoring, as it happens with pacemakers or heart monitoring implants [120] .
• External devices: they are devices that collect and/or process users' data but are not ported by, worn by, or implanted in users. Security cameras are another example, they may collect users' movements to be processed afterwards. Another external device could be a drone, which may collect users' data on the fly.
Some of the described devices count on limited resources, especially computation, storage, and battery. This especially happens on wearables and implantable devices, which usually count on the order of a few MHz of CPU, few 10s of KB of RAM, and few 100s of KB of ROM [43, 162] . This makes the design of new mechanisms and applications challenging.
In the studied proposals, most of them (40 cases) use portable devices, mobile phones (smartphones), in particular (e.g., References [56, 142] ), may be due to their wide range of possible uses. Another subset of works applies wearable devices like smart glasses [47, 138] , smart bracelets [40] , shoes [194] , or wearable sensors [82, 83, 117, 123, 195] . References [15, 56, 124, 126, 144] apply a generic wearable and portable device. By contrast, one proposal applies an implantable device, a holter [105] , while [171] an external one, which refers to a non-contact radar used to collect users' heart rate. However, References [37, 114] do not mention any IoT device and [42] point out the use of an unspecified IoT device. Concerning the amount of IoT devices at stake, although the use of multiple IoT devices is an option, most proposals use a single IoT device. Additional IoT devices are commonly used when resource-constrained devices are at stake to improve processing capabilities. For example, in Reference [42] a wearable uses a smartphone to process data due to its limited resources (more details in Section 4.4.3).
Feature Selection
Authentication enforcement requires processing data collected from users. Such data can be described by a set of features. For instance, a biometric trait such as a fingerprint could be used for this purpose. In this article, we distinguish the following types of features:
• Raw features are data directly obtained from a particular device, e.g., sensor, mobile device, and so on. This information is directly used in the authentication process. It may come from different sources, as follows: -Sensors: elements that take input data from the environment. They are specially applied in mobile devices and wearables. Three different types are identified [27, 136] : * Motion sensors: they measure acceleration and rotation forces. They involve accelerometers, gravity sensors, gyroscopes, and rotational vector sensors. * Position sensors: they measure the physical placement of the device. They involve orientation sensors and magnetometers. * Environmental sensors: they measure environmental elements such as the temperature or the light. They involve barometers, photometers, or thermometers, to name a few. -Mobile device platform information [136] : they involve all data that can be obtained from mobile devices different from the sensors described above. They involve WiFi/Bluetooth/Cell information, application usage, actions, camera, touchscreen events, microphone, calls, short messages (SMSs), device model, language, screen size, power consumption, or caller/receiver data. -Body-related data: they refer to any kind of physiological and anatomical data. The use of physiological data, namely, biosignals [93] , is a common choice. This can be motivated by their significant variety (e.g., electric, magnetic or optic biosignals). They can be used for different purposes such as measuring the heart rate, the body temperature, and so on. From all possible biosignals, ElectroCardioGram (ECG) data has already been shown to be successful in authentication processes [29, 105] . They are induced by electrical heart muscle excitation and thus used to measure heart rate. For the same purpose, the PhotoPlethysmoGram (PPG) signal is also commonly applied for authentication purposes [31, 37] . PPG bases on sensing the rate of blood flow as a consequence of the heart's pumping action. Apart from biosignals, there are anatomical data like the plantar pressure, which is analyzed through heat maps [194] .
• Derived features are data produced after some kind of processing of raw features. Within this type, the following features are distinguished: -Gait: corresponds to the way humans move. For instance, it can be achieved using some motion sensors [139] . -Position in a seat: refers to the way in which a person is sitting in a particular place. -Biometric trait: refers to biometric characteristics (e.g., face or eye) used for constructing a biometric profile. Cameras are the most commonly used accessory to extract these traits. -Touch dynamics: are the characteristics of the inputs received from a touchscreen when a user is interacting with a device. This term is usually related to keystrokes dynamics, but we consider that this latter term is directly linked to "touch" as a raw feature while touch dynamics goes a step forward, that is it has more input types such as multi-touch and touch movements [91] . For instance, it may involve the use of touch together with motion and/ or position sensors. -Location: is the physical location of a device. It could be directly obtained from enviromental sensors but also together with other mobile device platform information such as GPS or even by Bluetooth. -Text properties: are extracted from data input by users in devices (such as SMSs or instant messaging apps). Stylometry, linguistics (word profiling, lexical, syntactic and structural) or semantic properties are well-known examples. -Contextual features: these features depend on the environment at stake. For example, for vehicular scenarios, the driving speed, the actual lane or the current use of in-car features (e.g., break or throttle), to name a few.
Works can also be classified based on the amount of features (either raw and/or derived) but as most proposals (28 in total) use multiple features, we stick to the raw/derived classification for analysis purposes. As depicted in Table 1 , mobile devices platform data are the most common used raw features. Particularly, 10 proposals from mobile device platform information focus on touch exclusively. Consequently, touch dynamics is the most common derived feature, including all works with raw feature touch, as well as References [84, 122, 168] , in which touch is managed by motion and positions sensors, respectively, in the first works and by biosignals, impedances in particular, in the latter. Body-related data and motion sensors are used in 16 and 19 works, respectively, which is also a representative number, where all works related to body-related data except for Reference [194] , apply biosignals. Note that identifiers should be created through these features and depending on their randomness and their likelihood to be unique and permanent, their management can become more or less challenging. For instance, in an scenario in which users live in the same area, body-related is supposed to be more discriminating than location.
The chronological evolution of the use of features helps to understand the beginnings of CA and where we are going. Figure 3 presents the use of raw and derived features chronologically. The first noticeable issue is that CA is quite a novel area of research, which started 9 years ago, but until 2013 no significant number of works were developed. The use of motion sensors and biosignals (more precisely, the ECG signal) were pioneer raw features being motion used for touch dynamics [82, 166] . Years later the use of environmental and position sensors became much more widespread, also putting the focus on touch dynamics [122, 125, 138] . Mobile device platform information, specially touch, is also used to some extent, e.g., References [44, 164, 178] . However, the use of body-related 53:12 L. Gonzalez-Manzano et al. data, biosignals, in particular, is experiencing a significant growth and in the past 3 years, in which six approaches have been proposed [40, 42, 114, 123, 171, 194] .
Authentication Enforcement
To enforce the authentication process and determine if a user is legitimate or not, choosing the technique and algorithm to apply is the first step (Sections 4.4.1 and 4.4.2). The second step is to choose the computational platform to carry out the process (Section 4.4.3).
Technique Selection.
The reduced cost of storage devices facilitates the management of huge amounts of data. Moreover, the emergence of the cloud facilitates its storage at a low price or even for free. When there are too much data at stake its management and processing become a hefty task. Data mining tries to relieve this problem. These techniques aim to discover patterns in the analysed data [188] .
The most common use of data mining is the processing of data in a batch setting, such that all required training data is available, at the very beginning, as a whole set [34] . This dataset is typically split into two fragments-training samples and testing ones. All approaches, except for References [42, 56, 143] , focus on CA in IoT applying this technique.
However, it must be recalled that IoT-based CA has two specific issues-authentication is carried out with high frequency and IoT devices are resource constrained. With these requirements in mind, data stream mining techniques are at stake, especially if the IoT device aims to be autonomous. They are able to work with streams (i.e., a potentially endless flow of data) investing moderate resources [34] . To achieve this goal, they process every sample just once, keeping a subset of recent ones in memory. They are designed to work in a limited amount of time and are intended to be ready to predict at any time. References [42, 56, 143] are the only user-related IoT-based CA approaches that use this technique.
Enforcement Algorithm Selection.
Once features are processed, the next step (recall Figure 2) is the use of an algorithm to determine if a given user is considered legitimate or impostor. In this regard, several options exist and they can be classified as follows:
• Classification (C) consists of predicting the right class for a user, that is legitimate or impostor. It can be performed using a supervised or an unsupervised algorithm. In the former case users' data is labeled and the output is already known-the user is either legitimate or impostor. In some way the algorithm is taught about what to learn. By contrast, in unsupervised algorithms the process is more complex, because it is unknown if the user should be classified as legitimate or not beforehand. Some of the most common classifiers are the following: -Neural Networks (NN) are supervised or unsupervised classifiers composed of artificial neurons interconnected with each other to form a structure that mimics the behavior and neural processing of biological neurons [95] . Input neurons receive authentication features in the input layer, and then data is processed through other neurons either in an output layer or in a hidden one. Indeed, several hidden layers may exist. The output layer is the one that provides the result-authentication granted or denied. References [122, 187] manage authentication using a classical NN, References [15, 187] also work with NN but with multiple layers, and Reference [45] uses a variant of multilayer NN, which is characterized for being specially appropriate for image processing. -K-Nearest Neighbours method (K-NN) is a supervised classification algorithm. K-NN has been extensively used. Given an element, it is classified based on the "k" nearest neighbors ("k" most similar instances) [96] . In other words, predictions for a new instance are made by searching through the entire training set for the "k" most similar instances and summarizing the output variable for those "k" instances. In this way, given a new input, it is classified considering the most similar known user. For this purpose, a distance metrics (such as those described in Instance-Based Learning below) could be applied. In terms of CA, References [42, 69, 127] work with different values of "k," while Reference [60] fixes "k" = 1, Reference [171] fixes "k" = 4, Reference [104] fixes "k" = 11, Reference [56] fixes "k" to {3, 10, 21}, and References [50, 153, 178] do not provide any configuration information. -Ensemble Learning (EL) combines multiple learning algorithms to perform a better prediction and they can be used in a supervised or unsupervised way [196] . Among existing EL algorithms, bagging and boosting are noticed. Bagging consists of training each classifier on a random redistribution of the training set. Then, it allows these classifiers to vote on a final decision [39] . However, just Reference [114] applies this technique for CA by means of IoT. Otherwise, boosting produces a series of classifiers in which the training set is chosen based on the performance of the earlier classifiers in the series [70] . AdaBoost was the first boosting algorithm developed for binary classification [156] and it is used in Reference [123] for IoT-based CA purposes. Gradient-boosted Trees are also a common alternative, especially appropriate when managing data of mixed type and the need to be robust to outliers. In this latter case, they may provide predictions by combining many trees of limited depth preferably. It has also been applied in IoT-based CA [124, 144] . -Decision Trees (DT) are supervised classifiers that solve classification problems using a tree structure. Users are classified as legitimate or impostors by posing a series of questions about their features. Each node contains a question and every internal node points to one child node for each possible answer to the question [101] . Several works in IoTbased CA use an unspecified DT technique [50, 60, 68, 124] . By contrast, References [44, 67, 187] mention the use of J48. It is a particular implementation of a DT that produces a high true positive rate [63] . Besides, a well-known type of DT, called Hoeffding tree, is also used in this context [143] . Hoeffding trees are data stream decision trees classifiers that grow the tree based on the Hoeffding bound. This bound quantifies the number of observations needed to estimate some statistics within a prescribed precision. Certain level of confidence is given to the best attribute to split the tree and the model is created based on the number of seen instances [34] . Reference [56] applies Hoeffding trees for IoT-based CA. Another challenging type of DT and extension over bagging is called Random Forest (RF). It creates a set of decision trees from training data. Then, it aggregates the votes from different DT to decide the final class of the test data item [134] . In IoT-based CA, References [44, 67, 68, 104, 195] deal with RF. -Bayesians (BY) are statistical classifiers, commonly used in a supervised manner, that predict class membership based on probabilities [72] . In a nutshell, they compute the likelihood of an element belonging to a class considering how probable it is for each of its individual features. A couple of CA for IoT proposals, developed by Feng et al., apply this classifier [67, 68] . One well-known type of bayesian classifiers is Naive Bayes. It works under the Naive Bayes theorem, which assumes that the effect of an attribute value on a given class is independent of other attributes values [107] . This is the case of References [50, 56, 106, 194] for IoT-based CA. -Support Vector Machines (SVMs) are supervised classifiers that locate each users' data in a n-dimensional space, where n is the number of features and the value of such features linked to each coordinate. They are popular due to their robust mathematical theory. They have been applied in assorted fields from medicine to engineering [135] . Classification looks for finding the hyper-plane that differentiate the two classes (i.e., legitimate users and impostors). They usually perform linear classifications but non-linear ones can also be considered applying a kernel trick [157] , which is a mathematical function to simplify the problem. There are different kernel functions, such as the linear, the polynomial, the Gaussian or Radial Basis Function (RBF). Most approaches working on IoT-based CA use the classical SVM algorithm [28, 60, 84, 106, 111, 114, 117, 138, 168, 189] , and from those using a kernel function, the RBF is the most representative one [45, 51, 69, 112, 123, 154, 192, 194] , followed by the linear one [75, 116, 123, 164, 171] . By contrast, the use of a polynomial [66] kernel is uncommon. Additionally, just Reference [47] proposed the use of a Gaussian RBF kernel for CA by means of IoT, and Reference [139] use multiple weak SVM classifiers. -Ad hoc (AH) classifiers are those specially developed for a particular work. Reference [47] proposed the use of Chebyshev classifier on the bases of Chebyshev's inequality [88] , which states that no more than 1/n 2 of a distribution's values are more than n standard deviations away from the mean. Concerning IoT-based CA, Reference [71] uses a decision fusion classifier composed of several binary classifiers to distinguish between a couple of groups. However, Reference [106] applies regression for classification purposes.
• CLustering (CL) consists of dividing data in homogeneous groups (clusters) such that all data in a cluster is more similar to each other than to others. CL can be considered a form of classification, because it creates data with class (cluster) labels [175] . However, for the sake of clarity, we explain them separately. CL algorithms can be hierarchical or partitional. Hierarchical algorithms find successive clusters using previously established clusters, whereas partitional algorithms determine all clusters at a time [133] . Some of the most relevant CL algorithms are the following ones: -K-means (KM) is a partitional algorithm that assigns each point to the cluster whose center (centroid) is nearer. To do this, each data point n is assigned to the nearest mean, which can be calculated through the Euclidean distance or any other distance metric (see below Instance-based Learning algorithms). Means are adjusted to match the sample means of the data points that they are responsible for Reference [115] . Although it has not been applied in any of the considered papers, this stands as an interesting choice. -Gaussian Mixture Model (GMM) is also a partitional algorithm that assumes that all the data points are generated from a mixture of a finite number of Gaussian distributions (continuous probability distributions) [147] . Therefore, each cluster is formed by those elements that result from the combination of the same distributions. -Density-based clustering (D) algorithm [64] , which can be partitional or hierarchical, is devised to discover arbitrary-shaped clusters. It focuses on finding a number of clusters regarding an estimation of the density distribution of data. This is the case of Reference [28] , which applies density-based clusters for CA by means of IoT.
• Instance-based Learning (IBL) consists of determining which user of the training set is closer to the user to authenticate using a distance function [188] . For this purpose, each user is represented by his features, typically expressed in numerical magnitudes. Each feature is thus a point in the potential value space. Using this representation, there are three wellknown distance functions. The Euclidean distance is calculated as the length of the line segment connecting a pair of points given by the Pythagorean theorem. The Manhattan distance is the distance between two points in a grid, adding horizontal and vertical items. Finally, the Mahalanobis distance is used to measure the similarity between two random multidimensional variables. The calculus is similar to the Euclidean distance but considering correlation, that is covariance. A proposal uses the Euclidean distance [151] to continuously authenticate users, while just one uses Mahalanobis distance [82] .
• Similarity score are approaches that enforce the authentication based on comparing an established value, achieved after some processing, with the test one. One common way is the use of thresholds to discriminate between legitimate users and impostors. This has been used in Reference [126] for IoT-based CA. The sticking point is to set the appropriate threshold. Other possibilities are the development of some ad hoc techniques, such as the used of correlation matrix [37] or specific functions [108] also applied for IoT-based CA purposes.
• Others multiple and assorted algorithms can be applied in the authentication enforcement process. In the considered works, there are some approaches based on ad hoc procedures [125, 166] . However, others use novel techniques based on well-known models like the Markov Decision Process [41] . Even a regression algorithm called kernel ridge regression has been used for classification purposes [112] . Last but not least, innovative image processing algorithms have been applied after converting input data into images [198] .
As shown in Figure 4 , it is noticeable that SVM classifiers stand out over the rest with a total of 25 proposals. DT are also commonly used classifiers and 14 proposals take advantage of them. One of their strengths is that once the tree has been constructed the classification is straightforward. K-NN classifiers are also applied in 12 proposals, being their simplicity an essential characteristicjust a distance is computed to do the classification. It can also be seen that most proposals apply classification approaches and all of them supervised algorithms, which are a nice alternative to simplify the classification process.
In addition to the use of classifiers, three and two proposals use similarity scores and IBL, respectively. These techniques are particularly appropriate when speed is demanding, because their enforcement is significantly fast due to their simplicity. For this same reason, they are promising alternatives in devices with constrained resources where complex computations are not feasible.
Platform Choice.
The enforcement process can be performed in the device that collects the data (typically, the user-related IoT device) or in a third party. In the former case the main advantages are that it is faster (as it avoids transmission time) and it is more secure (in that no trusted third parties are needed). However, the enforcement of authentication in a third party may benefit from having more computation power in terms of energy, memory or storage. Besides, as the authentication should be continuous, the transmission should be permanent. This not only poses security problems but also increases management complexity, since multiple devices are involved.
The resource constraints in wearables and implantable devices (recall Section 4.2) are typically addressed by outsourcing the complex computations to more powerful nodes. Thus, these devices focus on feature acquisition (e.g., References [117, 171] ), but processing is carried out by a portable device or a cloud-based server (called third party). This is specially remarkable in biosignal processing (e.g., ECG data) in which most papers do not specify where biosignals should be processed (e.g., References [42, 105] ), though it can be assumed that it will be carried out in a third party. Indeed, a total of 21 proposals do the enforcement in a third party, namely a server (e.g., References [44, 139] ), while in 10 of them (e.g., References [114, 117] ) it is assumed but not directly specified. Conversely, 38 proposals enforce authentication in the IoT device that collects applied features, being portable devices (34) the most common ones (e.g., References [104, 166] ), a couple of them do the enforcement in a wearable [47, 124] and a couple others in a device within a vehicle [66, 148] .
Evaluation Analysis
Proposals can be evaluated theoretically, as well as empirically by doing some kind of experimentation. An outstanding CA contribution that aims to be applied in the real world should perform an experimental evaluation considering a particular dataset (Section 4.5.1) and some evaluation metrics (Section 4.5.2). Note that the operating system in which the CA process is carried out is another aspect to consider. However, as 28 proposals apply Android, other 30 do not provide any specification and just Reference [187] develops an iOS application, this issue does not require further study.
Datasets.
IoT-based CA proposals, as it commonly happens in other fields, have to be empirically evaluated to verify their feasibility in a real environment. The evaluation involves data developed ad hoc for a given approach (42 proposals) or used from public sources (14 proposals). Each dataset usually contains data from multiple participants and the number of them could be [28] "-" represents an unknown value.
an indicator of the relevance and adequacy of the dataset. However, in a CA system in which the authentication should be performed in a continuous way for unlimited time (ideally), collecting data in a long period of time is also relevant for the evaluation process. Table 2 presents the number of participants per dataset (developed or public), together with the amount of time along which features have been collected per participant.
Going a little deeper, most datasets do not detail the time along which features are retrieved. This is important to assess whether the proposed mechanism is suitable for long usage periods. Indeed, just 37.5% of public datasets and 38.1% of the developed ones specify this time. Remarkably, there are some proposals in which developed datasets are created based on data of several months [71, 127] , 60-90min [125, 198] , 2-6h [112, 168] , or public databases that present data collected in 24 months [56] , 24h [42, 105] , or 2-6h [45, 111] . On the contrary, the rest of the works use data collected along several minutes.
In terms of the number of participants to construct the dataset, in percentage (see Figure 5 ), the most significant amount of proposals, 28.6% of developed datasets involve between 11 and 30 users, and the same percentage of public ones involve between 31 and 60 users. There are no public datasets with more than 301 participants. The fact that 7.1% and 14.3% of proposals with developed and public datasets, respectively, do not specify the amount of participants is an unexpected situation.
Regarding the nature of public datasets, three of them contain biomedical data [42, 105, 123] , a pair of them touch activity [122, 151] , a couple of them data from images [116, 154] , motion sensors data [124, 144] , activity from mobile devices [94, 108] , and data from smartphones and their sensors [56] . This latter pair use the same dataset, the Massachusetts Institute of Technology (MIT) Reality Dataset. 4 Indeed, three proposals [42, 94, 108] use MIT datasets. Moreover, References [45, 111] use the dataset developed in Reference [168] .
As a final comment, Reference [194] is the only paper that evaluates the proposal without giving details about the nature of the dataset.
Evaluation Metrics.
After choosing a dataset, the authentication process is carried out and lastly, the output is analysed to determine the adequacy of the system. To do this, the following evaluation metrics can be used:
• Confusion matrix [65] is commonly used to evaluate the classifier performance. It describes how many members of a class have been classified in each of the existing classes. Based on this matrix, four evaluation metrics can be computed: -False positive (FP) (respectively, False negative (FN)) is the amount of authenticated users that should be rejected (respectively, legitimate) but they were predicted as legitimate (respectively, impostors). This affects the security of the system and should be as minimum as possible. -True positive (TP) (respectively, True negative (TN)) is the amount of authenticated users that should be legitimate (respectively, rejected) and they were predicted as such. The maximization of this ratio is the main goal.
• Accuracy [141] is the number of right predictions (i.e.,TP + TN) divided by the total number of authentication decisions. This issue should be maximized.
• False rejection rate (FRR) (also called False Negative Rate (FNR) or False Non Match Rate (FNMR)) [65] is the percentage ratio of the number of legitimate users predicted as impostors against the total number of legitimate user (FN/(FN + TP)). • False acceptance rate (FAR) (also called False Positive Rate (FPR) or False Match Rate (FMR))
[65] is the percentage ratio of the number of impostors predicted as legitimate users against the total number of impostors (FP/(FP + TN)). [92] is the point at which the FAR and FRR cross and it is particularly applied in biometric systems. Lower EER means higher system accuracy.
• Equal Error Rate (EER)
• True rejection rate (TRR) is the probability of the system to correctly reject impostors. Ideally this metric should be 100%.
• True acceptance rate (TAR) is the probability of the system to correctly identify legitimate users. It should be maximum.
• Receiver Operating Characteristic (ROC) [65] is used to evaluate classifiers output quality.
It is represented as a curve, such that FP is located on X-axis and TP on Y-axis. Ideally, the curve should grow toward the top-left meaning that the model does correct predictions.
The area under the curve is commonly used as a measure of quality. The area of a perfect classifier tend to be close to 1.
• Recall (or Sensitivity) [141] is the proportion of users that are correctly predicted as positives, either being legitimate or not (TP/(TP+FN)). It should be as high as possible trying to maximize TP.
• Precision (or Confidence) [141] is the proportion of predicted legitimate users that are correctly real legitimate (TP/(TP+FP)). A balance with Recall should be achieved, again maximizing TP.
• F-measure (or F-score) [78] is the harmonic mean (average of ratios, percentages) of precision and recall (2×((precision × recall)/(precision+recall))). It can be considered an alternative to measure accuracy, which should be maximized.
• Usability refers to the simplicity of using the CA system. It is linked to a pair of issues, the minimization of FN and then preventing the system to be blocked unnecessarily; and the minimization of the time the system is blocked unnecessarily.
• Energy consumption consists of studying the use of energy involved in the CA process. In
IoT, resource constrained devices are generally applied and energy consumption should be minimum to help maximize the life time of the device.
From all evaluation metrics, FAR, FRR, and EER stand out over the rest with 29, 26, and 28 proposals, respectively (Table 3) . Afterwards, ROC is used in 12 works from which just References [42, 75, 124] consider ROC area. Usability and energy consumption present interesting results. The former is addressed from different perspectives. It has been considered in six proposals (e.g., References [67, 198] ) using metrics such as FAR or FRR. However, References [50, 56, 123] deal with usability minimizing the blocking time, Reference [66] analyses it based on a survey, References [51, 69, 83, 117, 143, 153] mention it, and References [84, 125, 126] point it out as a matter of future work. Similarly, energy consumption is measured in References [66, 166, 168, 195] , mentioned in References [71, 108, 125, 142] , and considered as a future issue in Reference [138] . It is also noticed that TRR is not measured in any proposal. However, Reference [148] does not perform any kind of evaluation, Reference [41] is not focused on the evaluation of the authentication system, and Reference [142] only presents a theoretical evaluation.
INDUSTRY STATUS: RESEARCH PROJECTS, MARKET PERSPECTIVES
AND STANDARDS The industry has also been involved in developing IoT-based CA products. This matter is studied from the point of view of research projects (Section 5.1), the market (Section 5.2), and existing standards (Section 5.3).
Research Projects Analysis
The status of IoT-based CA advances can be also identified in research projects. The first CA project began in 2006, it was called HUMABIO [2] and it was focused on the use of CA in critical environments like laboratories. From then on, looking for CA research projects that can be found in [3, 17] . This shows the current interest in the development of CA solutions. These projects are funded by international and national agencies-five of them are granted by the European Union [2, 3, 6, 17, 145] and another five by the U.S. National Science Foundation (NSF) [4, 5, 7, 8] .
Concerning their goals, Pico [3] is the only project that presents a hardware solution (i.e., a token). It uses short-range radio to authenticate users continuously throughout a session in applications that can be locked or unlocked based on the presence of users' Pico. By contrast, there are projects in which CA is commonly enforced using data collected from wearable devices [2, [4] [5] [6] . For instance, Reference [4] leverages multiple sensors embedded in handheld and wearable devices for strong user authentication. It tries to combine data from wearables and cues extracted from the phone itself to continuously and unobtrusively verify the authenticity of the user. Moreover, Reference [8] proposes the use of touches in the screen of mobile devices improving security and usability of authentication, e.g., detecting unauthorized access to a mobile device in a continuous manner. Biosignals, especially heart rate, continues to be the most popular one, and it is used in Reference [7] for CA purposes. In line with academic research (recall Section 2), biosignals and touch seem to be promising IoT-based CA features worth studying.
All projects have to be evaluated according to their goals. However, a usability analysis is essential to prevent the development of approaches that turn out to be unsuitable for the real world. Though all projects are evaluated, Reference [8] is the only one that mentions the need of usability of authentication, and Reference [6] goes a step forward pointing out the need of balancing usability, privacy, and performance.
Market Perspectives
The benefits of CA have crossed many boundaries and the market has welcome this kind of initiatives. A total of 32 companies have developed a CA product. Most of them do not directly link their products to IoT but they are studied for being CA products that can be used and/or integrated into IoT devices. Table 4 presents companies, name of developed products (if any), CA features, and if it is a hardware (HW) or a software (SW) product. In the latter case, it depicts the type and possible devices in which it can be used. Note that x means not addressed and "−" not mentioned.
Very limited information is provided about the insights of the authentication process. This is an expected issue, because secrets usually remain hidden for competitive reasons. Companies mention some general features used in the CA process but without going into details. Behavioral analysis is the most common approach, six products consider behavioral biometrics and five consider users' behavior. Moreover, touch is used in seven products and contextual features in six. The use of biosignals is relevant in five products. However, nine companies do not specify any kind of feature.
Another issue to notice is the fact that most products are software and just References [32, 132, 158, 169] offer a hardware solution. The benefit of a software solution is that it does not require the possession of a particular device to do the authentication, thus relieving for the burden of having many gadgets. Besides, they are usually cheaper or there are some parts of the product that can be used for free or for a small amount of money. Likewise, a software can be easily updated through the Internet. On the contrary, a HW solution can be designed with ergonomics in mind, thus potentially leading to higher comfort and usability levels. More importantly, there are features like biosignals that should be collected by some kind of HW device, e.g., a wearable [169] .
In terms of software products, we can distinguish between those that are a product themselves and those that are toolsets, e.g., an API, thus used to create a CA solution. A total of 21 companies offer products, while there are 6 that provide a toolset. From those offering a product, most of them present applications for mobile devices [18, 20, 103, 132, 199] , and another significant set presents software solutions without specification [26, 35, 73, 90, 97, 128, 130, 174] . However, there are 10 software products that do not detail the type of product that is offered and the generic term "solution" is used instead.
Concerning software products, regardless of the type, they are mostly developed for mobile devices (17 products). Web security is also a concern for several companies, six in particular. Nonetheless, it is surprising to identify that eight companies do not provide information about devices in which their products can be used. Even worse is the fact that five companies do not mention the type of software or the type of device they are offering, and a couple of them do not even mention if they offer a hardware or a software product.
Standards
In the standardisation field, both the International Organization for Standardization (ISO) and the International Electrotechnical Commission (IEC) play a relevant role in the information technology area. ISO/IEC:9798 specifies a family of entity authentication protocols. It consists of five parts, the first one provides background for the other parts (Part 1 [10] ). Authentication protocols are divided in four parts, protocols using symmetric encryption (Part 2 [11] ), those using digital signatures (Part 3 [12] ), those using cryptographic check functions such as message authentication codes (Part 4 [13] ), and those applying zero-knowledge techniques (Part 5 [14] ).
Another standard is ISO/IEC 29115:2013 [9] . It provides a framework for managing entity authentication assurance in a given context. Basically, it presents four levels of assurance, guidelines to reach such levels, as well as guidelines to exchange results of the authentication and others concerning controls to mitigate authentication threats. More recently, ISO/IEC 17922 [1] describes a telebiometric (remote life measurement) authentication scheme. A biometric hardware security module (BHSM) is used for the telebiometric authentication of a user who has an ITU-T X.509 public key certificate embedded in the BHSM. Then, it presents the requirements to enforce a secure deployment of a BHSM.
Currently under review, ISO/IEC 24761 [182] describes the structure and data of the authentication context for biometrics. It is used for checking the validity of the result of a biometric verification process executed at a remote site.
Despite the existence of several standards related to authentication, CA has been neglected. There is a need for CA standards regarding the development of CA systems that help tackle problems like the following ones:
• How many features should be applied in a CA system? Does it depend on the context (i.e., 
LESSONS LEARNED
Based on the performed survey, a set of eight lessons learned can be pointed out. They are intended not only to clarify the main takeaway points for each issue. For the sake of clarity, these lessons are ordered following the general scheme of this article and not in terms of their relevance. Lesson 1. CA by means of user-related IoT devices is receiving extensive attention from both industry and academia. The significant amount of papers that have been found, along with the number of market initiatives, highlight the relevance of this research field. According to their distribution in time, these efforts have been constantly supported in almost a decade.
Lesson 2. Academic proposals are largely unlinked to particular scenarios. This trend seems to be natural in immature research areas, in which the foundations are still to be laid. In these cases, theoretical approaches are needed to set the grounds for future developments. However, after the analysis it has become clear that this is not the case of IoT-based CA. There are two facts that support this claim. On the one hand, the said great amount of initiatives point out the maturity of this area. On the other hand, it must be noted that IoT devices have been developed much before the application in CA, and even CA is an evolution of the widely explored matter of authentication. As a result, the degree of theoretical uncertainty is limited.
Lesson 3. Portable devices are preferred. In line with their adoption through time, portable devices, and mobile phones in particular, are the most common IoT devices for CA. When more constrained devices are considered, such as wearable or implantable ones, it is common to rely on third parties (e.g., a powerful server or a cloud-based infrastructure) to carry out the computation, either totally or partially.
Lesson 4. Behavioral biometrics is receiving extensive attention, mainly leveraging biosignals, touch and location data. Most considered papers address one particular form of this branch of biometrics. The generalization of the said sensorial capabilities of IoT devices has enabled this evolution over time. Recalling the previous lesson, it is important to analyse the relationship of devices and features. Table 5 summarizes this analysis. In short, portable devices appear to be the one-for-all solution. This may probably be due to the amount of sensors they have, the facility of their use (e.g., located in our pocket) and its economic price. Wearables (e.g., smart glasses [47] ) are also used for collecting multiple raw features especially, but despite the simplicity of their 
Position in the seat
use, the price can be a differentiating factor. Moreover, they typically do not offer as many possibilities as portable devices. However, the acquisition of body-related data, namely, biosignals, is usually achieved by implantable devices. Since these devices may not be accessible to everyone at anytime, the use of wearables could be a nice alternative [40] . Lesson 5. Classifiers are by far the preferred technology for authentication enforcement in academia. Since the vast majority of papers consider different variants of existing classifiers, this can be considered as the de facto standard in this research area. This evidence seems to favor future developments based on existing techniques, rather than ad hoc approaches. Apart from this fact, it is interesting to explore the link between features and algorithms to spot open research directions. Table 6 summarizes this analysis. Surprisingly, features contextual features and position in the seat have not been studied based on any particular algorithm yet. Similarly, others like environmental sensors are just applied for K-NN (in stream version) and others for algorithms. By contrast, features like touch dynamics, mobile device information, and motion sensors have been studied in regard to most algorithms, namely, in 10, 11, and 9 algorithms, respectively.
Lesson 6. There is a consensus on evaluation metrics. When it comes to assessing research proposals, most authors rely upon a reduced set of metrics-FAR, FRR, and EER being the preferred choices.
Lesson 7. Market approaches are prioritizing software products based on similar features to those in academic works. The market analysis has shown a prevalence of software products in detriment of hardware ones. Although this may be caused by the production costs and pace, this fact can encourage novel investments in hardware-based products. Concerning the set of features for achieving CA, market initiatives are significantly based on different features related to behavioral biometrics. Specifically, both market and academia show the prevalence of bodyrelated data, particularly biosignals, and touch features. This market-academia alignment may be beneficial to further improve the maturity of this field, since research results are more likely to be transferred to the market. As an example of the benefit of this symbiosis, the work by Nakanishi et al. has pointed out the increased resilience achieved by a multi-device CA technique in vehicles [126] . However, the market has not exploited this direction yet.
Lesson 8. CA standards are lacking. Despite the said connection between academia and market, the lack of standards can become a barrier for the development of this area. In the absence of standards, the lack of best practices and common grounds may contribute to having duplicate efforts, recurring errors, and a lack of assessment guidelines.
CHALLENGES AND OPEN ISSUES
Many IoT-based CA systems have been developed either in the academy or in the industry. In this regard, challenges to overcome and open issues to address are pointed out herein. They are classified according to those identified along the proposed study and those devised by authors as a consequence of the study.
• Identified along the study (1) Need of focused proposals. The development of IoT-based CA approaches used in a general scenario are a nice alternative. However, choosing concrete scenarios is highly recommended, because each of them has particular characteristics that prevent the use of a general approach to reach conclusive results. It means that there is a need to consider that the realism of datasets should be as close to reality as possible to avoid deviations from the real world. For instance, touching a mobile phone screen while running, walking, or standing may produce extremely different results. Likewise, the heart rate of a child is not the same as an elderly man. In general, except for Reference [144] , in which collected data involves participants carrying out different activities (e.g., walking, jogging, etc.), no dataset considers situations out of a controlled environment. As a side effect, there are some particular scenarios that still remain unexplored. For example, there is not any single proposal focused on healthcare applications. (2) Need of lightweight approaches. IoT devices have intrinsic limitations in terms of battery and storage, though these limitations may differ between devices. A lack of lightweight CA approaches is identified in this regard. This trend is similar to what happened in the early times of smartcards. Thus, this research line may build upon previous cryptographic primitives that were specially developed for those resourcelimited devices.
(3) Release of comprehensive datasets. Our analysis shows that there is a need of publicly available large-scale datasets, both in terms of users and collection time. In their absence, authors are using small datasets, which can be an obstacle for the generalization of the achieved results. In this regard, usability considerations cannot be neglected if public acceptance is a matter for an IoT-based CA approach. In the absence of rich datasets, the analysis of this feature cannot lead to representative conclusions. The same situation happens with energy considerations.
Completeness of a dataset is defined as being big enough and having data collected from IoT devices of different brands and versions, different operating systems and operating system versions. The size of the dataset is essential to attest the validity of results and specially for CA the bigger the dataset, the better. In the same way, it is possible that IoT devices, having different brand, version, operating system, or operating system version, do not collect exactly the same data. This could affect system parameters or algorithms and, thus, impact the success of the CA system. (4) Demand of CA standards. Standards for CA systems have to be developed to help in the specification of parameters and algorithms. This could be the main step to improve these systems and, above all, to simplify their comparison. Indeed, comparisons are essential to choose the best alternative for each scenario. (5) Selection of the best blocking strategy against illegitimate users to reach a compromise between security, usability and, in some cases, safety. In an authentication system the execution of some kind of blocking activity when an impostor is authenticated is mandatory. However, this problem is far from having a trivial solution specially when security, usability or even safety come into play. In the case of IoT devices like smartphones, blocking the phone and asking for a password could be the most suitable and common solution but it cannot be applied to all scenarios. For instance, a CA system in a car studies how the legitimate user is sitting but if an illegitimate user is detected while driving, a possible solution is to automatically call the police and/ or the car owner. This issue is commonly left out of the scope in most of proposals but it should be especially considered in those affecting safety, such as Reference [148] , in which the driving speed is a feature. (6) Deep study of enforcement algorithms. Currently, K-NN is one of the most used enforcement algorithms, but there are others like GMM or KM that are left aside. An analysis of the appropriateness of chosen algorithms for each feature would help researcher on choosing the most suitable algorithm.
• Devised as a consequence of the study (7) Threats analysis. Each particular scenario can be affected by a set of threats, even being similar between scenarios. In this way, it is not the same to consider an attacker that tries to impersonate a user trying to create fake features, as it is considering an attacker that steals the IoT device that collects the CA features. Therefore, building a comprehensive threat taxonomy will be helpful for two reasons. On the one hand, it will help researchers on identifying threats. On the other hand, proposals will be easily comparable as they base on the same underlying model. (8) IoT-based CA vs. privacy. The development of usable approaches is a desirable issue and the use of CA is an alternative (recall Section 3). Nonetheless, from a security point of view usability cannot be prior to privacy [49] . There is a gap between the use of IoT-based CA and the privacy issues that could arise. For instance, the GPS data to continuously authenticate a user has already been used but considerations toward privacy problems are not a priority. There are features that are collected in cooperation with a third element, e.g., WiFi or GPS. The unavailability of these elements for a period of time should be managed. For example, if a user is continuously authenticated considering the WiFi signal strength/direction (among other features), and the connection is lost at some point in time, the authentication process should be able to manage the situation. Some authentication works introduce the idea of dynamism, e.g., the login identifier changes each time [55] , but they are neither focused on IoT nor on CA. (14) Privacy-preserving trust management of IoT data sources. Current IoT-based CA approaches rely upon a single device to provide data. However, if the device is compromised or malfunctioning, the whole CA enforcement can be put at risk. Given the great amount of IoT devices, the consistency of the provided data by one of them can be confronted with information coming from anothers. Despite the existing venues for future research on this matter [193] , managing trust in the context of CA may raise additional privacy concerns if data from other subjects comes into play. Therefore, it is necessary to research on trust management mechanisms that are privacy-respectful. Figure 6 summarizes open issues and challenges related to steps of the design process of a IoTbased CA system. For instance, in the "enforcement step," the use of lightweight approaches should be considered and/or developed. Another example is the selection of the optimal set of features according to the risk level posed by the attacker, which should be carried out in line with the "feature selection" step. Note that the demand of CA standards is transversal because such standards should be developed regardless of the steps of a CA system.
RELATED WORK
The novelty of this proposal is studied by comparison against surveys focused on IoT security and surveys focused on IoT-based CA. Table 7 presents a summary.
First, security in IoT has been studied to some extent, especially since 2015. Most proposals devote some attention to authentication ( √ ), discussing some issues in this regard, while four of them mention authentication but very superficially ( √ * ). Surprisingly, Reference [53] does not even mention authentication and none of the proposals refers to CA. Besides, authentication is studied for multiple purposes. There are authentication protocols such as Reference [23] , which introduces authentication to describe the IEEE 802.15.4 protocol. It is used to define the operation of low-rate wireless personal area networks. Authentication has also been considered in Wireless sensor networks (WSN) [197] , sensors distributed to monitor physical and environmental conditions, and authentication is mandatory to regulate access to collected data; and Radio Frequency Identification (RFID) [38, 118] , a technology to identify objects located at a certain distance without direct contact. RFID tags are specially well-known for this purpose. Indeed, Reference [150] refers to authentication in IoT entities like servers or clients, and just References [76, 193] use the term user authentication, which is what we consider herein. Moving toward IoT-based CA proposals, half of them focus on mobile devices [136, 155, 176] . References [155, 163] are short papers that try to provide a general overview about continuous authentication, Reference [155] being especially focused on mobile devices. Also, presenting a quite general approach [172] introduces the title of CA approaches and features applied. However, it is not directly related to IoT, it works on behavioral biometrics. Also indirectly related to IoT, [21] 2015 It presents an analysis of works related to continuous and multibiometric authentication but they are not really focused on IoT. It also depicts and introduces very briefly features, datasets and evaluation metrics.
29
Continuous and transparent multimodal authentication: reviewing the state of the art [22] 2016 It describes authentication methods and technologies to afterwards present a review of existing continuous and transparent multimodal authentication approaches. In these CA approches evaluation metrics, number of participants in the evaluation, applied features and devices are mentioned.
28
Expanding continuous authentication with mobile devices [155] 2015 It simply mentions the good point of continuous authentication, specially in mobile devices.
Short paper
A Review of Continuous Authentication Using Behavioral Biometrics [172] 2016 It presents a general overvire of continuous authentication approaches introducing their title and features involved. It is not specially focused on IoT but in CA through behavioral biometrics.
30
Continuous user authentication on mobile devices: Recent progress and remaining challenges [136] 2016 It focuses on continuous authentication approaches in mobile devices paying attention to the type of used classifier, features and performance rate, including the evaluation metric.
29
A survey on touch dynamics authentication in mobile devices [176] 2016 It presents a timeline of touch dynamics, algorithms applied, used datasets and main evaluation metrics.
47
Continuous Authentication and Authorization for the Internet of Things [163] 2017 It mentions some continuous authentication features. It does not really perform an analysis of existing works because it is a short paper.
Short paper
References [21, 22] put the focus on multibiometric authentication, introducing briefly features, datasets, and evaluation metrics. A final remark refers to the number of studied works. References [21, 22, 136, 172 ] study 29, 28, 30, and 29 works, respectively, but more proposals have already been developed and not exclusively for mobile devices. Similarly, Reference [176] studies 47 proposals, but, apart from being exclusively focused on touch dynamics, its focus is not CA.
CONCLUSIONS
We are surrounded by technology that connects to the Internet, called Internet-of-Things (IoT). The widespread adoption of IoT and the fact that users commonly use user-related IoT devices everywhere and at all times encourages the use of IoT for authentication purposes. In particular, the authentication of users persistently, which is called Continuous Authentication (CA), relieves the problem of being impersonated at any time. This article presents a comprehensive study of IoT-based CA from the academic and industrial point of view. To the best of the authors' knowledge, all academic proposals up to now (58 in total) are studied regarding steps of the authentication process. Likewise, the industry status is considered in terms of existing research projects, the market (32 products in total), and developed standards. From the analysis, a set of open issues and weaknesses to address in future works are outlined. In summary, this survey seeks to help researchers and practitioners in the development of new solutions having a holistic view about the current status of IoT-based CA developments, which is a current and dynamic area.
